CHASE “‘ ACCESS & SECURITY MANAGER | ADD AN AUTHORIZED USER

ACCESS & SECURITY MANAGER

With Access & Security Manager,' the system administrator can give authorized users the ability to see
account information, set up transactions and/or approve transactions other users have scheduled (including
the system administrator). The system administrator also can register authorized Internet Protocol (IP)

addresses with us, which helps stop access from unauthorized Internet connections.

ADD AN AUTHORIZED USER

Before you add an authorized user, please have the following information handy:
* Your new user's first and last name, email address and phone number.
* A username for your new user.

* IP address(es) if IP Security is activated. If it's active at the company level, determine if you need to add
a new IP address. If it's active at the user level, determine if you want IP Security on or off for this user, or
if you need to add additional authorized IP addresses. We'll prompt you to provide us with authorized IP

addresses during enrollment, but you can always return later to adjust your IP Security settings.
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Choose Account management P — ‘-' —

/I from the naV'gatlon ba r Accounts Pay & transfer Deposit checks Account management
and find Access & Security A Profle setings

ALL ACCOUNTS b
Mana ger 25 (rings you cando )
MAIL MANAGEMENT INC a  Serviceplan Jalance @ Available credit Available plus credit
s 10.00 $0.00 $50,100.00
Checking (..6632) Document Exchange
$50 1 OO OO Open a new account jtatements Paperless Transfer money
Available balance
UNCOLLECTED FUNDS @ Total $0.00
YALE VISION INC
SHOWING: | Al transactions v |search> T(zlaL

Checking

Choose Add new user. I — )
-

Accounts Pay & transfer Deposit checks Account management
2 Access & Security Manager All users Activity Chase Dual Controfs™ 1P Security Demos & user guides v/
Name & User ID Status Request token Last signed in Mobile access Actions
JOE DEMO joedemo123 Active 146893366 Jun 20, 2017, 3:11:59 pm
RON WYATT ronwyatt4s Active 123456789 Jun 20,2017, 2:15:34 pm No Edivassign access | v/
SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No Edivassign access | v/
JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes Edivassign access | v

TED JONES tedjones123 Active 135689752 jun 13, 2017, 1:09:52 pm No

Business users can T

request an activation code Add new user 5%

3 On“ne, while Commercial Tell us your activation code
users need to enter their

pa SSWO rd a n d to ke n COd e . Please tell us your password and token code.

password Token code
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Fill in the required information T
for your new user. If you'd like Add new user x
the user to have mobile access User information

4 through the Chase MobilesV
app, you can check that box. | |
After you've confirmed all the

information is correct, click Next. e ©

We'll ask you to verify the i i il

information you've told us, and

then you'll receive a message

confirming that you've added @
an authorized user. Commercial

users: We'll ship an RSA SecurlD®

token to your mailing address.

Please give that token and the

username you created to your

new authorized user.

Your new user will receive an
email from us detailing how to
sign on for the first time. He or
she will need the username you
created, the token (if applicable)
and the temporary password we
include in the email.
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ASSIGN ENTITLEMENTS

After you've added an authorized user, you'll assign entitlements for every account and transaction type in
your online profile. If you have existing users and want your new user to have the same entitlements, you can

Copy one user's settings to your new user.

We'll list every account in .

Sign out

/I your profile, and you'll assign O v —

f h Access & Security Manager Al users Account activity Chase Dual Controls™ IP Security Help & support v/
@ You've added an authorized user =]
Be sure o give this username to JO DEMO and tell him o her to

If yo ua | rea dy h ave exi Sti ng expect an email with a temporary password to sign in for the first

time.

We'll ask new users to tell us some personal information the first time

users, you can use their

. Manage account access
settings and copy them JOE DEMO
Username Status Mobile access
joedemojrase SUSPENDED YES

for your new user. Simply

Phone number(s) Email address(es)
5555555555 joedemojr@yalevision.com

Important! If you've turned on Chase Dual Control*", please be sure you have at least one other user who

choose Copy access level
from another user from the
drop-down list and pick the  ALEVEERIN

Access level

user Whose SettlngS you'd @atcess\evelfmmanmher@ ~ ‘ S

like to copy. Or you can add : ALEVEHIE
entitlements individually for e €269

Checking (..7035) Assign access >
each user.

Savings (..9917) Assign access >

Savings (..5095) Assign access >



When you click Assign access,
you'll choose the entitlements
for each account:

* No access. Leave the
drop-down list alone. Your
authorized user won't have
access to this account. Every
account is automatically at this
level until you assign one of the
other options.

* See activity only. Your
authorized user can see
account information but can't
initiate transactions. In addition
to online activity, you can allow
this user to see statements,
view check images and/or
approve transactions initiated
by other users.

* Transact only. Your authorized
user can initiate transactions
but can't see any account
activity. You can also allow this
user to approve transactions
initiated by other users.

* See activity and transact.
Your authorized user can
see account activity and
initiate transactions. You can
also allow this user to see
statements, view check images
and/or approve transactions
initiated by other users.

ACCESS & SECURITY MANAGER | ASSIGN ENTITLEMENTS

@ I Explore products v “' Sign out
-

Accounts  Pay&transfer  Collect & deposit

Account management

Access & Security Manager Al users Account activity Chase Dual Control IPSecurity  Help &support v

Access level

Copy access level from another user v

¥ YALE VISION INC

Checking (...6268)
Access level @

Choose one v

i See activity only

Transact only

See activity and transact
Checking (..7035)
Savings (.9917) Assign access >

Savings (...5095)

Assign access >

» DARBY DELIVERY CO

Back to all users
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If you've chosen an option in —r——
which your user can see account Accounts  Pay&ransfer  Collect&deposit  Account management
.. Access & Security Manager All users Account activity Chase Dual Controls 1P Security Help & support \/
3 activity, choose some, all or none - WEvsON e
of the optional boxes to allow e .25
your user to see check images, o =

view statements and/or approve s
[[] see check images

| See statements.

transactions. If you've chosen

Transact only, that user will T

[ sillpay © Daily limit

Transfers and payments @ Daily limit | §
but can a pprove transactions Approvalrequired over ['s 1.00000

be able to initiate transactions

only if you check the Approve Dwres oaty i

transactions box. [ e

Back to all users.

If your user has the ability to
initiate transactions, you'll choose
which types of transactions the
4 user can initiate, the total daily
dollar limit for each service and
whether the user's transactions
need approval. This approval
setting is in addition to the
approval required for Chase Dual
Control*™. You can also specify a
certain dollar limit above which a
user's transaction needs approval.

When you've finished choosing all
the services, limits and approvals
for your authorized user, click Save.

Repeat this process for each
account in your profile if you
want your authorized user to see
and/or transact on that account.

5 Please note: If you've activated
Chase Dual Control, all
transactions automatically will
require approval except for
transfers between your Chase
accounts, loan advances and
loan payments.
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CHASE ©

UPDATE AUTHORIZED USERS

Choose Account management

LN
= @ L Exploreproducts v ' Sign out
-

’I from the navigation bar

Accounts Pay & transfer

Deposit checks

Account management

and find Access & Security

Profile & settings

-
ALL ACCOUNTS N Access & Security Manager
Ma nager 32)> [ Things you can do v ]
MAIL MANAGEMENT INC i IEEEpa salance @ Available credit Available plus credit
10.00 $0.00 $50,100.00
Checking (..6632) Document Exchange
$ 5 O ,l O O OO Open a new account itatements Paperless Transfer money
Available balance
UNCOLLECTED FUNDS @ Total $0.00
YALE VISION INC
SHOWING All transactions v T =84

@ I Exploreproducts v

Open the drop-down list at the far
right for the user you'd like to edit.

Accounts  Pay&transfer  Deposit checks

Account management

Sign out

. , Access & Security Manager All users Activity Chase Dual Control* 1P Security Demos & user guides v/
From here, you can edit a user’s
profile, send a new temporary
Name & User ID Status Request token Last signed in Mobile access Actions
J
password, suspend a user's access P fondoniT fve  asse 202017317590
or d e | ete a user fro m th e SySte m RON WYATT ronwyattds Active 123456789 Jun 20,2017, 2:15:34 pm No Edivassizn access | v\
. Edi fe ;
SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017,11:33:12am No \lruser !H =
JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes PR
. . . St d
U pdate a ny el |g| b | e f| e | d fo r yo ur TED JONES tedjones123 Active 135689752 Jun 13,2017, 1:09:52 pm No =
CLAYTON EDWARDS claytonedwards555 Active 257986531 Jun 13, 2017, 12:58:29 pm No Edit/assign access |

user. If your user needs a new
password, you can choose the email
address where we'll send it.

You also can suspend a user’s
access temporarily (if a user is going
on vacation, for instance) or activate
a suspended user. You can also
delete the user entirely by choosing
that button. Delete users when they
have left the company or no longer
need online access.

Commercial Users: When you

delete a user, please dispose of your
user's token in accordance with all local
codes and regulations for products
containing lithium batteries. Contact
your local environmental control or
disposal agency for further details.

After you've finished, you'll receive an
on-screen confirmation of your updates.
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APPROVALS

The system administrator or authorized users who have been entitled can approve transactions from one page.

When there are pending RS

Sign out

/I approvals for a system see pening .

Approvals

administrator or authorized

Accounts Pay & transfer Collect & deposit  Account management

user, we'll list them at the top -

ALL ACCOUNTS N ‘ .
of the screen as soon as you Chealkiagp. e (o )

YALE VISION INC Available balance @ Present balance @ Available credit Available plus credit

Slgn |n. |f you Choose that REANICACCOUNTS Balance $169,271.64 $169,271.64 $0.00 $169,271.64

Checking (.6268)

’ | I b Deposit checks Statements Paperless Transfer money
message, you'll see a button $169,271.64
h Il k s UNCOLLECTED FUNDS @ Total $0.00
that will take you to See er— -
. $17.911.56 SHOWING: | All transactions v |search > I\ = | &84
Pending Approvals. Savings 517
1850572 Date Description Type Amount Balance
= May 23,2017 Transfer to CDS XXXXXXXX4663 05/23 Accounttransfer  -$1,500,000.00  $169,271.64
Savings (..5095)
$0.06

We'll list all of the approvals B way

Sign out

separated by transaction type. Accounts  PaySranster  Colec&deposit  Account managemment

2 You can only approve or decline e

| Pending approvals Please approve one type of transaction at a time if you have more than one set of approvals

one type of transaction at a time,

All pending approvals All approval permissions

Permissions:

although you can act on all of the

Choose all
Wire Transfer Approvals

transactions within a category at wre e o

Send amount. Debit amount
May 9,2017 CCOMMERCIAL CHECKING American Electric Power $400.00 $450.00 0O
once. After you've chosen at least
. May 2,2017 (COMMERCIAL CHECKING Gokhan Inc. (...6536) $550.00 $600.00 O
one transaction, the approve
. . . May 2, 2017 COMMERCIAL CHECKING Monica's Wholesale (...-270) $200.00 $250.00 (]
and decline buttons will activate
. . May 2,2017 CCOMMERCIAL SAVINGS (...5678) ~ Outdoors by Lauren (...8555) $300.00 $350.00
and list how many transactions
May 2,2017 CCOMMERCIAL SAVINGS (..5678)  Young's Medical Supplies $325.00 $375.00
you've chosen.
May 2,2017 (COMMERCIAL SAVINGS (...5678)  American Electric Power $350.00 $400.00

Expired (.88-8)

Please be aware that approvals

have to be made by the cutoff time —
for us to process the transaction
that day. We'll delete any
transactions in pending approval
status 30 days after the scheduled

payment or send-on date.
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CHASE DUAL CONTROL

Chase Dual Control is an administrative procedure we recommend to help you keep your online profile secure.
It can improve your internal controls, reduce the likelihood of mistakes and could help protect your company
from fraud. Chase Dual Control requires an approver for every transaction using these services: ACH services,

ACH collections, bill pay, external account transfers and wire transfers.

Here's how it works: When you activate Chase Dual Control, any transaction one person initiates has to be
approved by someone else who's authorized to approve it. Every transaction in each of the services listed

needs approval; you're unable to choose which services apply and which don't.

Choose Account management

- -
= @ L Exploreproducts v ' Sign out
-

/I from the naVigation bar Accounts Pay & transfer Deposit checks Account management
and find Access & Security A | Profle & setings

-
ALL ACCOUNTS b Access & Security Manager
Ma nager. 32)> ((hings you can do v)

A Serviceplan

MAIL MANAGEMENT INC salance @ Available credit Available plus credit

s 10.00 $0.00 $50,100.00
Checking (...6632) Document Exchange
$50 ,‘ OO OO Open a new account jtatements Paperless Transfer money
Av’aw\al)\e hz;lanre

UNCOLLECTED FUNDS © Total $0.00

YALE VISION INC
SHOWING: | All transactions v |search> R EIr-

Checking

From the Access & Security o O

Manager submenu, choose Accounts  Payuansier  Depositchecks  Account management

Al users Activity IPSecurity  Demos & user guides v/
2 Chase Dual Control. ==

Name & User ID Status Request token Last signed in Mobile access Actions
JOE DEMO Joedemo123 Active 146893366 Jun 20,2017, 3:11:59 pm

RON WYATT ronwyattds Active 123456789 Jun 20, 2017, 2:15:34 pm No

SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No

JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes

TED JONES tedjones123 Active 135689752 Jun 13, 2017, 1:09:52 pm
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Please open and read the ——_"ne

im pO rtant thi ngs to know. Accounts  Pay&transfer  Collect & deposit  Account management

Access & Security Manager All users Account activity Chase Dual Control IPSecurity  Help & support \/

Chase Dual Control is Off

Turn on Dual Control

l ou d Stl” ||ke tO use CIlaSe h trol requires another user to approve transactions for these services:
y Chase Dual Control requires another user to approv i i

3 After reviewing the information,

Dual Control, click the button

Transfers & payments

to turn it on. You'll receive an

Basic payroll
on-screen confirmation that

ACH payments

you've activated Chase Dual
Control.

ACH collections.

iHide important things to know >/

+ I you turn on Chase Dual Control, be sure you have set up authorized users to approve transactions for each account. The system administrator may approve any transaction he or
she didn't initiate.

Please be sure that you want
Chase Dual Control before B G Tt o S G g o e U Com o e oot
you activate it, because you o e

can't deactivate it online. If

you decide later on that you

no longer want Chase Dual

Control, please contact your

client service professional or

customer service.
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IP SECURITY

IP Security is an administrative procedure we recommend to help keep your company’s online profile secure.

It helps restrict access from IP addresses the system administrator hasn't authorized.

Here's how it works: An IP address is a numerical label assigned to a location that accesses the Internet. For
example, your workplace will have an IP address that is different from the coffee shop down the street, even if

both companies use the same Internet service provider and you use the same device (e.g., computer).

There are two ways a system administrator can set up IP security.

- Company level: Users must sign in from a device, including a computer, tablet or smartphone, at a

registered IP address. Access from all other IP addresses is restricted.

* User level: The system administrator can turn IP security on or off for each user. If it's on, that user can only

sign in from a device at registered IP addresses specific to that user.

Keep in mind that even if a user has successfully signed in with a device, if that device is used again but from
an unregistered IP address, we'll deny access. This is especially true with mobile devices, which often use
different IP addresses through the mobile carrier or Wi-Fi hotspots. We suggest adding IP addresses only

from secure Wi-Fi connections.

IP Security doesn't support IPv6.

I
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FIND YOUR IP ADDRESS

We'll help you find your IP address. Depending on the level of security you'd like, you might want each
employee to find his or her IP address as well, because the system administrator will need to add each IP

address you'd like to authorize.

If your company uses dynamic IP addresses that change each time a device connects to the Internet or an

IP range, please ask your IT department for more information.

From the person icon near the . )
-
’I top right of the screen, choose e S —
More settings from the drop-
ALL ACCOUNTS v
Checking (.e632)> Things you can do

dOWﬂ IISt MAIL MANAGEMENT INC Avalable ba

o e @

$50,100.00 $50,100.00 $0.00 $50,100.00
Checking (..6632)
Deposit checks Statements Paperless Transfer money
UNCOLLECTED FUNDS © Total $0.00
YALE VISION INC w
SHOWING: | Al transactions v | search > I |F 84
Checking (..2480)
$75 52257 Pending®  ONLINE TRANSFER FROM CHK 2480 TRANSACTION# 2526028494 $100.00
=
From the side menu, choose - —

IP Address. Profile & Settings X

2 ~
PERSONAL DETAILS IP Address

About me Your IP address identifies your location and lets you access the Internet, and can be added to IP Security in Access and Security Manager. IP Security gives an

Bhone extra layer of online protection when you register your company's IP addresses, including those of people who work for your company, by restricting online
banking access from unregistered IP addresses.

Email

Mailing address

| >

Security code

Service plan

To see your current IP address,
choose Show IP address.

3 You can also find your IP
address without signing into
your online profile by visiting
www.chase.com/whatsmyip.

12
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CHASE ©

We'll show you the IP address for
this computer. Be sure to write

it down, because you'll need it
when you register for IP Security.

Please contact your company'’s
IT department to find out if
your company has multiple IP
addresses or an IP range.

The IP address we show is for
informational purposes only and
is intended to help you set up
and maintain IP Security.

IP SECURITY | FIND YOUR IP ADDRESS

CHASE ©

Chase.com | Privacy Notice

What's My IP Address?

Chase Online

This page displays your computer or mobile device's public IP address.

Contact your IT representative or Internet Service Provider (ISP) to determine if your company uses static or dynamic IP
addresses. I you use dynamic IP addresses, you will need to obtain the range of IP addresses from your IT representative
or ISP

Note: The IP address below is for informational purposes only. You should confirm all public IP addresses and any dynamic
ranges for all users with your IT representative and/or Intemnet Service Provider, and keep them updated.

Your IP address is:
159.53.78.142

To find an IP address from any computer please use this URL:
hittps:i/www chase comiwhatsmyip

Your IP Address

Close Window

13
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IP SECURITY | ACTIVATE IP SECURITY

ACTIVATE IP SECURITY

The system administrator can activate IP Security through Access & Security Manager. Please have the IP

address(es) ready that you'd like to authorize.

Choose Account management

- 3 [
= & L Exploreproducts v ' Sign out
-

/I from the navigation bar

Accounts Pay & transfer Deposit checks Account management

and find Access & Security A Profle setings

-
ALL ACCOUNTS ¥ Access & Security Manager
Mana ger 25 (rings you cando )
MAIL MANAGEMENT INC a  Serviceplan Jalance @ Available credit Available plus credit
10.00 $0.00 $50,100.00
Checking (..6632) Document Exchange
$50 1 OO OO Open a new account jtatements Paperless Transfer money
Available balance e
UNCOLLECTED FUNDS @ Total $0.00
YALE VISION INC
P SHOWING: | All transactions Vv |[search> EEJI-
hecking £3

From the Access & Security

3
@ I Exploreproducts v Sign out

Manager submenu, choose e ——
. Al users Activity Chase Dual Contro** @ Demos & user guides v/
2 IP Security. —

Name & User ID Status Request token Last signed in Mobile access Actions
JOE DEMO joedemo123 Active 146893366 Jun 20,2017, 3:11:59 pm

RON WYATT ronwyattds Active 123456789 Jun 20,2017, 2:15:34 pm No Edivassign access | v/
SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No Edivassign access | v
JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes Edvassign access | v
TED JONES tedjones123 Active 135689752 Jun 13, 2017, 1:09:52 pm N

Business users can request

@ L Explore products v Sign out

an activation code online,

Turn on IP Security X

Tell us your activation code

3 while Commercial users can
use their token. .
‘'ou'll need an activation code

Please contact your client service professional to request an activation code and enter it below.

Activation code
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5a

Choose the IP Security level that
works best for your company.

* User level customizes IP
addresses for each user.

« Company level applies IP
addresses for all authorized
users within your company.

User level: You can either turn
on IP Security for every user
in the company'’s profile or you
can turn on IP Security for each
individual user.

We automatically fill in

the IP address the system
administrator is currently using
into the company profile. For
individual users, please tell us
each authorized IP address for
each user. After you've typed

in one user’'s IP addresses, you
can copy them to another user if
applicable.

@ I Exploreproducts v

Turn on IP Security

= @ I Exploreproducts v

Turn on IP Security

IP SECURITY | ACTIVATE IP SECURITY

Turn on IP Security

When you register the IP addresses associated with your company or for individual users who work
there, you restrict online banking access from unregistered IP addresses.

1P Security Level

©) User: Customize IP addresses for each authorized user

©) Company: Apply IP addresses for your company as a whole

Turn on IP Security: User level

Tell us up to 10 IP addresses/ranges for each user and click "Save".
IP address format
Use the first field to tell us individual IP addresses (e.g. 123.33.33.200). If the last field of

your IP address changes each time you sign in, use a range of numbers in the last field (e.g.
123.33.33.20-195). Potential numbers range from 0 to 255.

v DARBY DELIVERY CO joecemoiza

Current IP address

159.53.110.141 ‘»‘

Add
] Turn on IP security for all users

v HOLLY BROWN holiyorowniz3

Optional description

1P Security @ off

v CLAYTON EDWARDS  daytonedwarassss

TP Security @ off
Copy IP address v

v TED JONES tegonesiza

1P Security @ off
v RON WYATT ronwyattés
1P Security (@ off

v SANDRA CHANG sandrachangi23

1P Security @ off

Copy IP address v

Cancel Back

Sign out

Sign out

15
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oa

User level: If your company uses
static IP addresses, use the first
field to tell us the authorized

IP addresses. If your company
uses dynamic IP addresses, use
the last field to tell us the range.
(Examples: 10.1.10.20 is a static
address. 10.1.10.15- 180 is a
dynamic address that would
authorize all IP addresses in the
range from 15 to 180 for the
fourth number.) You can tell us
up to 10 IP addresses or ranges
per user.

When you're finished entering IP

addresses for each user, click Save.

We recommend you choose user-
level IP Security if anyone in your
company plans to access your
company's online profile from a
mobile device.

IP SECURITY | ACTIVATE IP SECURITY

@ I Exploreproducts v Sign out

Accounts  Pay & transfer

Collect & deposit ~ Account management

Access & Security Manager All users Activity Chase Dual Control*™ IP Security Help & support

Edit IP Security: user level

Switch to company IP Security Turn off IP Security

Tell us up to 10 IP addresses/ranges for each user and click "Save".
IP address format
Use the first field to tell us individual IP addresses (e.g. 123.33.33.200). If the last field of

your IP address changes each time you sign on, use a range of numbers In the last field (e.g.
123.33.33.20-195). Potential numbers range from 0 to 255.

v DARBY DELIVERY CO joedemoi2s

IP Security «fff) on

Copy IP address v

‘ Optional descri Delete >

P address(es)

159.53.110.141 ‘ s

(] Turn on IP security for all users

v HOLLY BROWN holibrowni23

1P Security on
* ‘ Copy IP address v

1P address(es)
159.53.110.141 ‘- ‘ l Optional descri Delete >

©Add

v CLAYTON EDWARDS  dayton 55

Copy IP address v

1P Security @» off

v TEDJONES tecjonesizs

1P Security «fff) on

Copy IP address v

‘ ‘ Optional descri Delete >

P address(es)

159.53.110.141 ‘ -

©Add

¥ RON WYATT ronwyauss

IP Security «fff) on

Copy IP address v

IP address(es)
‘ 159.53.110.141 ‘ ‘ ‘ Optional descri Delete >
®Add
v SANDRA CHANG sancrachangis
1P Security on

* ‘ Copy IP address v
1P address(es)
‘ 159.53.110.141 ‘ ‘ Optional descri Delete >
®Add

16
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Company level: Give us up
to 30 IP addresses or ranges
for the company's profile. If
your company uses static IP
addresses, use the main field
to tell us the authorized IP
addresses. If your company
uses dynamic IP addresses,
use the last field to indicate
the range of authorized IP
addresses. (Example: 10.1.10.20
or 10.1.10.15 - 180)

When you're finished, click Save.

IP SECURITY | ACTIVATE IP SECURITY

Turn on IP Sacurity l

Turn on P Securit: Company level

Tl i i 10 ) P GRS e e OBy B TR S
# s forma
L ' S S ol s bt I SIS [ 12000 20000 I Wt i o

o IF i (i S LT o) AN 1, At i o et i e il o it
TEREE Y 30195 Foivstusl mombers range from 0t 255

DARBY DELIVERY CO0 & Co.

17
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MANAGING IP SECURITY

Using Access & Security Manager, the system administrator can add, edit or delete IP addresses, copy IP

addresses from one user to another or turn IP Security on or off for a user (user level only).

User level: Navigate to the T ——
d g  Access & Security Manager R

Sign out

Account management

page a nd choose IP security w AMlusers  Actvty  ChaseDual Contror P Security ) Demos & user guides

from the menu Allusers
Name & User ID Status Request token Last signed in Mobile access Actions
JOE DEMO Jjoedemo123 Active 146893366 Jun 20, 2017, 3:11:59 pm
RON WYATT ronwyatt4s Active 123456789 Jun 20, 2017, 2:15:34 pm No Edivassign access v
SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No Edit/assign access
JOE DEMO JR Joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes Edivassign access v
TED JONES tedjones123 Active 135689752 in 13, 2017, 1:09:52

User level: From here, you can

do several things: e B &2
2 Access & Security Manager Al users Activity Chase Dual ControfS™ IPSecury  Help & support v/
a * Switch from user-level to Edit IP Security: user level

com p a ny_ | eve | | P Sec u r|ty Switch to company IP Security Turn off IP Security

Tell us up 0 10 IP addresses/ranges for each user and dlick "Save”

* Turn off IP Security for all users et

Use the first field to tel us individual IP addresses (e.g. 123.33.33.200).If the last feld of
your IP address changes each time you sign on, use a range of numbers In the last field (e.g
123.33.33.20-195). Potential numbers range from 0 to 255.

* Turn IP Security on or off for o
individual users sy @ [ <]

1P addressies)

. COpy IP add resses from @15953110.141 E [ optonaidescr Delere>
another user

] Turn on IP security for all users

* Add, edit or delete IP addresses i
for individual users.

[ 3

1P address(es)

I [[opmonatassen | oser>

©add

Deleteall>

v CLAYTON EDWARDS coroneanaessss
1P Securiy @ off T

& l Copy IP address v
v TEDJONES tworesiz

1P Security aff) on

o v
)

©add

1P address(es)

v RON WYATT romsanes

1P Securty off) on

[ o s w

v SANDRA CHANG =
1P Security aff) on

copy s v
)

Add

1P address(es)

Soncel “
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34

Company level: Navigate to the
Access & Security Manager
Accounts Pay & transfer Deposit checks

page and choose IP Security Alusers  Acouty  ChaseDus Conror (P Securty ) Demos user gices v
from the menu. Allisers

Sign out

3 N
= @ L Exploreproducts v ’
-

Account management

Name & User ID Status Request token Last signed in Mobile access Actions

JOE DEMO joedemo123 Active 146893366 Jun 20,2017, 3:11:59 pm

RON WYATT ronwyatt4s Active 123456789 Jun 20,2017, 2:15:34 pm No Edivassign access | v/

SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No Edit/assign access | v/

JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes Edivassign access | v/
135689752 7

TED JONES

Sign out

Company level: We'll list all of S e
the companies in your profile. S W SV —

Chase Dual Control*™ IP Security Help & support v

Access & Security Manager Al users Activity

Choose See IP addresses to
IP Security is ON at Company level e

continue.
(=R
Company level: We'll list all of O D Eroreprosicsi sow
the IP addresses authorized for g emEE @edems A
Access & Security Manager All users Activity Chase Dual Control*™ IP Security Help & support v
the company. From here, you —
. Edit IP Security: company level
have the option to:
Switch to user IP Security Turn off IP Security
* Switch from company-level to el usup 301 adresesanges o ach company and kS

1P address format
Use the first field to tell us individual IP addresses (e.g. 123.33.33.200). If the last field of

user-level IP Securit
y your IP address changes each time you sign on, use a range of numbers in the last field (e.g.

123.33.33.20-195). Potential numbers range from 0 to 255.

* Turn off IP Security for the
DARBY DELIVERY CO & Co. joedemot23
company

159.53.78.143 ‘ ‘Opuona\desm ‘

* Add, edit or delete IP addresses

for the company ot .

When you're finished, click Save.

Keep in mind: At the company
level, IP Security is on for every
user, and you aren't able to
customize by user.
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|IP ADDRESS HISTORY

You can search to see when authorized users have accessed their profile.

From the Access & Security
’I Manager submenu, choose
IP Security.

Choose See history near
the top of the page.

You can choose the date range
and authorized user you'd like
to search, or you can get the
history for all users. We'll let you
know how often they've signed in
during that date range and from
which IP address.

‘Access & Security Manager

Explore products Sign out

@ =

Accounts  Pay&transfer  Depositchecks  Account management

Chase Dual Controls* Demos & user guides

Al users Activity

All users
Name & User ID Status Request token Last signed in Mobile access Actions
JOE DEMO joedemo123 Active 146893366 Jun 20,2017, 3:11:59 pm
RON WYATT ronwyatt4s Active 123456789 Jun 20,2017, 2:15:34 pm No Edivassign access | v/
SANDRA CHANG sandrachang123 Active 987654321 Jun 13,2017, 11:33:12am No Edit/assign access | v/
JOE DEMO JR joedemo2 Active 663398641 Jun 20, 2017, 3:02:26 pm Yes Edivassign access |~/
Active 135689752 un 13, 2017, 1:09:52 pm 3

tedjon

L  Explore products Sign out

Deposit checks  Account management

Pay & transfer

Accounts

Demos & user guides v/

Access & Security Manager  All users Activity Chase Dual Control 1P Security
IP Security is ON at User level Edit 1P Security

eL
Name v Username v 1P Security ¥ » seeall
TED JONES tedjones123 off
SANDRA CHANG sandrachang123 off
RONWYATT ronwyats on » See P address(es)
JOE DEMO joedemo2. off
CLAYTON EDWARDS claytonedwardssss off

Sign out

@ I Explore products v

Accounts Pay & transfer Deposit checks Account management

All users Chase Dual Control* Demos & user guides v/

Activity 1P Security

Access & Security Manager

IP Security history

From To Search By
03/01/2017 = ‘ ‘ 06/20/2017 & MAIL MANAGEMENT INC v

=%

Search results

Date/Time ¥ Username ¥ Description ¥ Details
Jun 20,2017 3:34 PM ET joedemo123 Activated USER level

Back to IP Security



ACCESS & SECURITY MANAGER | FAQ

FREQUENTLY ASKED QUESTIONS

What is Access & Security Manager?

Access & Security Manager is the entitlements feature a system administrator uses to add and allow authorized users to
transact on and/or see certain accounts. It also has Chase Dual Control and IP Security, which are administrative procedures we
recommend. Chase Dual Control requires secondary approvals before transactions are released, and IP Security allows access to
the profile from authorized IP addresses.

What does “See activity only” mean?
“See activity only” is one of the options a system administrator has to entitle account access to an authorized user. A see-activity-
only user can see balances and account history but can't initiate or approve transactions.

What does “transact only” mean?
“Transact only” is one of the options a system administrator has to entitle account access to an authorized user. A transact-only
user can submit transactions for approval but can't see balances or account history.

How do | see reports?
Choose “Activity” from the Access & Security Manager home page menu.

How can | see a user’s activity?
To see an authorized user’s activity, choose “Activity” from the Access & Security Manager home page menu.

Does the reporting function allow me to save the information?
The system administrator can save information by choosing “Export transactions” from the “See reports” page.

How do | add users?
To set up a new user, choose “Add new user” from the Access & Security Manager overview page, and then follow these steps:

« Create a username, temporary password and decide if you want mobile access for your authorized user.

« For each account, choose the level of access (no access, see activity only, transact only or see activity and transact) for the user.
If the user is allowed to transact, you'll also choose the transaction types, dollar limits and whether another individual must
approve the user's transaction.

« For each account, indicate if the user is authorized to approve transactions that others have initiated.

* When you're finished, give the username and temporary password to the authorized user.

Commercial users: We'll send the new user’s token to the system administrator. Expect to receive it in approximately two
business days. Please give the token to the new authorized user.

How do | adjust my user settings?
The system administrator can edit settings from the Access & Security Manager home page by using the “Edit/assign access” link
or the drop-down list next to that link for each individual user.

How do | reset a user’'s password?
The system administrator can reset a password for an authorized user from the Access & Security Manager home page by
opening the drop-down list at the far-right and choosing “Send temporary password.”
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How do | manage permissions?
The system administrator can manage permissions from the Access & Security Manager home page by using the “Edit/assign
access” link or the drop-down list next to that link for each individual user.

How do | manage entitlements?
The system administrator can manage entitlements from the Access & Security Manager home page by using the “Edit/assign
access” link for each individual user.

What is Chase Dual Control?

Chase Dual Control is an administrative procedure we recommend that requires a user to approve a transaction initiated by
another user before we process the transaction. Chase Dual Control can help prevent internal errors and potentially fraudulent
transactions.

Why should I sign up for Chase Dual Control?
Since transactions require two people to process instead of one, Chase Dual Control can help prevent internal errors and reduce
the risk of fraudulent activity on your account.

How do I sign up for Chase Dual Control?
To sign up for Chase Dual Control, the system administrator should go to the Access & Security Manager home page and choose
“Chase Dual Control” from the menu. From there, the system administrator can turn on the service.

How do | set up my users for Chase Dual Control?

To set up a user for Chase Dual Control, the system administrator should go to the Access & Security Manager home page,
choose “Add new user” and entitle the user to approve transactions. If you already have authorized users, choose “Edit/assign
access” to customize each user's abilities. Authorized users aren’t able to add other users or change others’ settings.

What if | have Chase Dual Control activated but there aren’t any authorized users to approve a transaction?
The transaction will remain pending until the system administrator adds an authorized user to approve the transaction. The
system administrator is automatically considered an authorized approver for transactions initiated by authorized users.

How are transactions approved?

The system administrator and authorized users with approval rights will receive a message when they first sign in that there are
transactions to approve. Clicking on that message takes you to the pending approvals page, where you can approve or decline
transactions individually or in groups based on transaction type. Although we list all pending approvals, you'll only be able to
approve or decline the transactions you're allowed to decision (for instance, you won't be allowed to approve a transaction you
initiated).

What are the limits for transactions?

Although we set a cumulative daily limit for each transaction type (wires, bill payments, ACH services, etc.), the system
administrator can decrease the limit automatically or ask us to increase the limit for certain transaction types by choosing
“Manage transaction limits” from the menu in the upper-left corner. System administrators can also assign daily limits to
authorized users below the cumulative daily limit for the online profile.
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What is IP Security?

IP Security is an administrative procedure we recommend that gives your company an extra layer of security. By registering
the IP addresses associated with your company as a whole or for individual users who work for your company, you can restrict
online banking access from unregistered IP addresses.

How do I find my IP address?
You can find your IP address on the Profile and Settings page. Choose the person icon at the top right of the page and go to your
profile. Then, choose “Find my IP address” from the menu.

We'll take you to a page that shows the public IP address of the computer or mobile device you're using. (You can't use your
mobile device for IP Security, but we'll still show you its IP address.) If your company uses dynamic IP addresses, please contact
your IT representative or Internet service provider to get the range of IP addresses.

What is the difference between company level and user level?
When you use IP Security, you can choose to set it up at the company level or at the user level.

If you choose company level:
* You can tell us up to 30 IP addresses
* No one can sign in unless they are using a computer with a registered IP address

If you choose user level:

* You can turn on IP Security for every user in your company

* You can tell us up to 10 IP addresses per user

+ A user must sign in from a computer using a registered IP address for that user
« Users who aren't registered for IP Security can sign in from any computer

What are the types of IP addresses?

There are two types of IP addresses, static and dynamic. Static IP addresses consist of numbers that don't change. Dynamic IP
addresses also consist of four numbers, the difference being the final number changes. Contact your IT resource or your Internet
service provider to find out if your company uses dynamic IP addresses.

When do | enter an IP address range?

You'll only enter an IP address range if your company uses dynamic IP addresses. You'll tell us the range of numbers (anywhere
from 0 to 255) in the last two fields. Contact your IT resource or Internet service provider to find out if your company uses
dynamic IP addresses.

How do | enter IP addresses?

Please tell us your IP addresses in the first field we provide (e.g., 123.33.33.200). If you have a dynamic IP address and the last
field of your IP address changes each time you sign in, tell us the range of numbers by filling in the last field (e.g., 123.33.33.20-
195). Potential ranges go from 0 to 255. Ask your IT resource or Internet service provider if you need help determining your
range of IP addresses.

How do | copy a user’s IP address?
To copy one user's IP address to another user within IP Security, click the “Copy IP address” drop-down list and choose the user
whose settings you'd like to copy.
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How do I turn IP Security on or off?
To turn on IP Security, first choose if you'd like to set it up at the company level or user level.

+ Choose “Company” if authorized users will always use the same computers to sign in. You'll tell us up to 30 IP addresses for
your company, and no one will be allowed to sign in unless that IP address is registered.

+ Choose “User” to turn on IP Security for all users or some users. Check the box “Turn on IP Security for all users” if you'd like
IP Security applied to everyone, or toggle it on or off for each user directly underneath his or her name. Please note that if IP
Security is off for an individual user, that user can sign in from any computer.

To turn off IP Security from either the company or user level, choose “Turn off IP Security,” or at the user level, you can toggle
each individual user off. We'll ask you to confirm that you actually want to stop using IP Security and that we’'ll delete all of the
existing IP information if you continue. Choose “Turn off” to confirm that you no longer want IP Security.

How do | see or change IP addresses for IP Security?
The system administrator is the only person allowed to see or change IP addresses within IP Security. First, go to the Access &
Security Manager home page and choose “IP Security” from the menu.

If you have user-level access, you can:

* Edit IP addresses

+ Add IP addresses (up to 10 total for each user)

* Delete IP addresses

+ Copy IP addresses from one user to another

* Turn IP Security on or off for an individual user or for everyone

If you have company-level access, you can:

« Edit IP addresses

+ Add IP addresses (up to 30 for the company)
* Delete IP addresses

* Turn off IP Security for the company

" Fees, terms, conditions and limitations apply as described in the legal agreement that applies to your online service.

RSA SecurlD® is a registered trademark of RSA Security, LLC.
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